Supporting Agents in a Heter ogeneous, Faulty and Insecur e Network

Dag Johansen^1, Robbert v an Renesse^2, and Fr ed B. Schneider^2

Abstract: Work in Progress Session, 15th ACM SOSP, 4th Dec, 1995, Colorado, USA

The TACOMA (Tromsø And COrnell Moving Agents) project focuses on operating system support for agents, processes that traverse a network. In such a system, server agents provide services to client agents which act on behalf of user applications. We are investigating abstractions and services for computing in a heterogeneous network, where processors and links may fail and where survivability against malicious attacks is of concern.

A series of prototype TACOMA systems have been completed and have been in use for about one year. We have implemented systems to gather and visualize Arctic weather data, thirdparty brokers that provide matching between service providers and potential clients, active documents that interact with users as they move about, and a fully automated software installation application.

In the current TACOMA implementation, an agent may be coded in Tcl/Tk, C, or Java. Unlike "safe language" strategies such as Safe-Tcl and (Hot) Java, our agents can leave data behind at the sites they visit, as well as transporting data from site to site. Thus, the model is rather rich, and care must be taken to ensure that failures and attacks are contained. The containment is implemented by the TACOMA run-time system, which provides a firewall around an executing agent, thereby protecting its environment from improper actions by the agent. In addition, various analysis techniques that we are developing allow a system of agents to be evaluated for sensitivity to certain sets of failures. Finally, we are investigating methods for transparently replicating agents to ensure fault tolerance and resistance against compromise by the hosts that an agent replica may visit.

(TACOMA Ver.1.0.1 is in public domain at URL http://www.cs.uit.no/DOS/Tacoma/).

1.Department of Computer Science, University of Tromsø, Tromsø, Norway. 2.Department of Computer Science, Cornell University, Ithaca, NY, USA